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Introduction
Medical device development organizations 
must manage risks to the safety of patients 
and medical professionals, adding additional 
considerations to the already difficult 
process of developing and managing 
product requirements. For example, ISO 
14971 specifies a risk management process 
for medical device manufacturers, while IEC 
62304 specifies life cycle requirements for 
the development of medical software and 
software for medical products and services. 

These international regulations, along 
with similar FDA regulatory requirements 
in the United States, mean that product 
development teams have to manage 
safety risks throughout the entire product 
development process.
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Medical device safety risks can potentially affect many stakeholders, 
including patients, operators, and health care providers. Patients whose 
health is measured or controlled by medical devices are the most directly 
affected. Operators of monitoring and diagnostic devices have certain 
safety risks in setting up, using, and disconnecting devices. Last, doctors, 
nurses, and other health care professionals who interact with patients and 
medical equipment can also be at risk.

Identifying, assessing, and tracking safety risk in the product development 
process is an incredibly time-consuming task that rarely gets the attention 
it requires. By focusing on traceability between requirements and 
corresponding risk controls, organizations can reduce the time spent on 
risk management. Traceability-based risk management practices can be 
successfully applied to a range of product development projects to not only 
cut down on the time spent assessing and managing risk, but also support 
device approval by the FDA and other agencies.

Assessing and Controlling 
Safety Risks
Risks are a combination of the severity of potential harm, and the likelihood 
that a product hazard can harm the user or operator. Hazards are potential 
points of danger that derive from known and unknown risks. Based on the 
requirements of the device or system under development, the team works 
to identify potential harms, which are prioritized by the probability of each 
harm happening and the danger inherent in the harm. The team then has 
to identify the product hazards that may result in harm, and analyze the 
causes of those hazards. 

For example, a harm could be 
a severe electrical shock. The 
hazard that can lead to that harm 
is exposed leads on the wiring 
connecting the device to the 
patient. To address the actual 
harm that may occur, safety 
experts may need to reexamine 
product requirements to make 
sure that the need for exposed 
leads is eliminated or minimized. 
Often, severity of harm and 
likelihood of occurrence values 
are used to calculate a risk score 
to help in prioritizing which risks 
must be controlled.

Harm:
Electric 
Shock

Hazard:
Exposed
Leads
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Based on an analysis of the risks inherent in product requirements, 
additional risk controls may be added to the list of requirements. These 
new risk controls are meant to reduce the chances of the device causing 
the identified harm, because they provide the hardware and software 
developers with the knowledge to create features in a way that mitigates 
those harms. Note that nothing has been designed or built yet; the 
results of the risk analysis typically become new safety requirements. 
The risk analysis is often supplemented with failure mode effects analysis 
(FMEA), fault tree analysis (FTA), or other risk control measures during 
product definition, implementation, and verification testing.

Once risk analysis has been completed and risk controls have been 
added to the requirements plan to mitigate identified risks, risk is 
under control—right? Wrong! This is is where the development process 
often breaks down. While designing and developing the product, safety 
requirements or risk controls may be forgotten or lose priority as 
the team focuses on implementing product features. In many cases, 
the reasons these safety requirements or controls even exist may be 
forgotten over the course of a development effort spanning a year or 
two. The result is often inadequate or missing coverage of safety defects 
in the final product.

Product teams need a way to analyze, identify, and control safety 
risks throughout the entire development lifecycle, not only during 
requirements definition. Traceability is one approach leading 
organizations are using to solve this problem.

The Relationship Between 
Requirements and Safety Risk
All medical device development teams identify and evaluate risk as a part 
of the analysis and requirements for a new or modified product. Typically 
the requirements development and risk identification processes are 
managed in separate sets of documentation or in separate systems.  
Risks are usually tracked in spreadsheets, while requirements are 
managed in a separate word processing document or requirements 
management system.

This piecemeal of approach quickly breaks down as a product moves 
from requirements into specifications, hardware/software development, 
integration, and testing. As time passes and new team members join the 
project, the fading of first-hand knowledge of the relationship between 
risks and requirements increases the potential that some hazards will 
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leak through to the completed product. Unless requirements and their 
resulting risks are linked, and team members can easily trace those links, 
it is difficult to correlate risks with requirements and to ensure those 
risks are controlled in the final product.

Traceability Supports Risk 
Visibility Throughout the 
Development Lifecycle
Manually linking safety hazards to product requirements and 
downstream product artifacts is a detailed, tedious, and error-prone 
process. Automated methods can remove the chances for error and 
provide an audit trail in product development. 

Changing requirements and design tradeoffs during the project will 
require the team to reassess safety risks due to hazards. When new or 
modified functional requirements are added, the potential for additional 
hazards arises. Unless hazards are linked to existing requirements, 
identifying changes to hazards based on changes to requirements 
means performing the same analysis all over again. However, if 
traceability existed between harms, hazards, and causes, it would be 
relatively straightforward to determine any impacted hazards when a 
requirement changed.

Test planning and requirements verification are also part of reassessing 
risk. Ideally, test cases and test runs can be traced back to requirements, 
so that successful test case execution also means full requirements 
coverage. With traceability back to the safety analysis and risks, the  
team can demonstrate that their test suites directly verify their risk  
mitigation strategies.

Traceability greatly benefits from automation and built-in linking 
between the different systems managing requirements, hazards, test 
cases, and other development artifacts. Manually creating links is a 
maintenance nightmare as requirements and corresponding risks 
change in response to market needs and design tradeoffs over the 
course of the project. In addition, coming up with unique identifiers for 
requirements can be a tedious and error-prone process.

Product lifecycle management tools that provide the ability to define  
and link requirements with corresponding risks and downstream 
artifacts, such as test cases and defects, ensure medical device teams 
are confident that identified risks are successfully mitigated in the 
resulting product.

Unless hazards are 
linked to existing 
requirements, 
identifying changes 
to hazards based 
on changes to 
requirements 
means performing 
the same analysis  
all over again.
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A Successful Product  
Development Lifecycle
Medical device development teams know they must include risk 
management as part of their development strategy to help reduce 
safety-related project risks. The next evolutionary step is improving 
the traceability between requirements and risk controls. 

The most successful product teams work together on requirements 
and safety risks, and manage them in an integrated way. This means 
product and safety experts work directly from requirements to analyze 
potential hazards and resulting harms to determine the best ways to 
mitigate those harms. Teams must use product development lifecycle 
management to help them easily manage the relationship between 
risk controls and requirements.

Traceability among requirements and risks, as well as other product 
artifacts such as test cases, improves the likelihood of product 
development success by ensuring that risks are identified, controlled, 
and verified throughout the product development process.

Teams that use traceability to identify and manage risk are better 
able to address regulatory requirements and demonstrate that risks 
have been identified and managed throughout the development 
process. The devices produced by these teams are likely to receive 
faster product approval, giving their organizations the ability to release 
products their markets more quickly and at a lower cost.

Learn more about the value of traceability for evaluating and 
managing medical device development safety risks in this on-demand 
webinar, featuring industry expert and author Dr. David Vogel:

Using Traceability to Identify Safety-related 
Requirements in Medical Device Development 
Visit http://youtu.be/KE-eisUTXag
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About Seapine Software
With over 8,500 customers worldwide, Seapine Software, Inc. is the  
leading provider of quality-centric product development solutions. 
Headquartered in Cincinnati, Ohio, with offices in Europe, Asia-Pacific,  
and Africa, Seapine’s development solutions help organizations ensure 
the consistent release of high quality products, while providing  
traceability, metrics and reporting, and compliance.

Learn more at seapine.com.
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